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Gidl thiéu
- Tap trung an toan tai I&p data link, dac biét quan tdm dén switch security

- Céac dich vu Iép 2: flow control, acknowledgment, error recovery,
maintenance (activation and deactivation) of the link

- Data link technologies:
- ATM
- Ethernet
- Fiber Distributed Data Interface (FDDI)
- Multi Protocol Label Switching (MPLS)
- Point-to-Point Protocol (PPP)
- Token ring
- High-Level Data Link Control (HDLC)



Tal sao Switch Security la quan trong

- Toan bd communication session sé bi xam hai néu switch mat

an toan

- Cac lién két trong méi trwrng WAN thwdng an toan hon so voi
moi trwedng LAN

- V&i cac tool hién c6, mot may tinh co thé phéat ra cac théng
diép diéu khién hay quang céo gay phwong hai dén céc thiét b
lop 2.

- Mét Linux machine + BRIDGE-UTILS package c6 thé phat sinh
cac Bridge Protocol Data Units (BPDU) frame



Switch co thé bi tan cong nhw thé nao?

- MAC Flooding
- ARP Spoofing
- STP attacks

- VLAN attacks



MAC Flooding

MAC flooding attack lam cho switch chuyén
hoat ddng sang broadcast mode, tac déng
gibng nhw mét hub, gidp sniffing c6 thé thuc
hién dé dang

- CAM (Content Addressable Memory) Table

- Théng thwong mét switch chi chuyén lwu
lwong dén cong ndi dén host dich, cac host
khac khéng sé khong thdy dwoc lwu lwong

gitra hai may nguén va dich dang giao tiép.

MAC addr

MAC-A

MAC addr

MAC-A

MAC-B




T
MAC Flooding

- Kich thuwéc cua bang CAM
la gidi han. Khi bang bi tran

switch sé quang ba Iwu
lwong giong nhw hub.
- Attacker chi can phat ra

hang hoat cac frame voi
dia chi MAC gia.




MAC Flooding: Giai phap

- Céch phd bién nham ngan chan MAC flooding attack la
gi&i han dia chi MAC c6 thé dang ky vao mot switch port.

DPac tinh nay dwoc goi la port security



I
ARP Spoofing

- M6t attacker co thé dau doc mot ARP cache véi anh xa
IP-MAC mapping gid mao, lam chuyén hwéng lwu lwong

dén dich do hacker chon.

- Qua trinh nay dwoc goi la ARP spoofing



I
ARP Spoofing

- Bat ctr khi ndo host nhdn mét ARP  reply, né sé cap nhat
ARP cache énh xa mé&i IP-MAC mapping. Biéu nay co thé
bi loi dung dé dau déc cache

ARP Cache ARP Cache
1P=-B MAC-B IP=-A MAC-A

Host-A Host-B
IP-A IP-B
% MAC-A % MAC-B




ARP Spoofing

ARP Cache ARP Cache ARP Cache ARP Cache
e ecx 1IE-A_Lsacox TP-8 | MAC-X 15-A | MAC-X
Host-A N
IP-A oo
MAC-A IP-B
MAC-B

Destination: MAC=-A Destination: MAC-B

Source: MAC-X Source: MAC-X

T H ARP T H ARP

Opcode Reply Opcode Reply
Sender MAC MAC-X Sender MAC MAC-X
Sender IP IP-B Sender IP IP-A
Target MAC MAC -2 Host-X Tacget MAC MAC-B
Target IP IP-A 1P-X Target IP IP-B
MAC-X
ARP Cache
1P=A MAC=A

iP-B MAC-B

It can make a man-

in-the-middle or Host-X
DoS attack 1P-X
MAC-X
ARP Cache

1P=-A MAC-A
1P-B MAC-B

Host-X dau doc ARP caches cuia Host-A va Host-B. Lwu lwgng gitra Host-A va Host-B sé di qua Host-X.



I
ARP Spoofing

- Sau khi thwc hién ARP spoofing, cac tan céng khac co
thé dwoe xUc tién:
- Man-in-the-middle
- DoS
. Hijacking
- Spoofing WAN Traffic: Néu mot trong hai host 1a default gateway



2z
Cau hoi

- Céch tan cong ARP c6 nhirng han ché gi khéng?



I T
ARP Spoofing: Giai phap

- Static ARP Entries
- Detection: ARPWatch

- No Cache Update: Chi chap nhan ARP reply va cap nhat

céc anh xa trong cache khi anh xa hét han s dung.



T
STP attacks

- Thé nao 1a STP ?
- STP |am viéc nhw thé nao ?



B
STP: Topology Change (1/5)

- Tat ca cac switch déu tiép nhan cac Hello BPDUs tr Root
Bridge mét cach dinh ky.

- Néu mét sw khdng nhan dwoc Hello BPDU trong khoang
thoi gian t6i da (Max Age Time- 20s by default), sé& khoi
ddéng qua trinh tai cau hinh topo mang bang céach gui

Topology Change Notification BPDUs
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STP : Topology Change (2/5)

- Khi mét sw phat hién topo thay doi:

1. Pau tién sé quang cao Topology Change Notification (TCN) BPDU
qua root port dan dén designated bridge cua né. (dwoc gl cach
nhau b&i thei khoang hello interval cho dén khi nhan dwoc bao
nhan tr upstream bridge.)

2. Sau khi nhan TCN BPDU, designated bridge b4do nhan bang céach
replying mét Configuration BPDU c& TCA flag dwoc dwng [én.
Bridge nay sau dé phat sinh mét TCN BPDU khac qua root port
cua né dé théng bao cho upstream bridge.

3. Qué trinh nay tiép tuc cho dén khi TCN BPDU gap Root Bridge



STP : Topology Change (3/5)




I
STP : Topology Change (4/5)

4. Khi root nhan TCN BPDU, dwng c& topology change (TC) flag trong tat
ca céac Configuration BPDU duwoc glri xubdng (trong khoang thdi gian
Forward Delay+MaxAge).

5. C4c Configuration BPDU véi TC flag dwoc dwng sé lan truyén trén toan
bd cay trai rong (spanning tree). Két qué 1a tat ca cac sw déu nhan thic
dwoc suw thay déi topo nay.




I
STP: Topology Change (5/5)

- Khi cac sw phat hién TC flag, n6 nhanh chong v hiéu
cac muc cua bang CAM.

- Trong thdi gian qué doé sw gian doan két ndi hay loop ci
thé xay ra.

- Sau khi root ha c& TC, cac non-root sw bat dau cac hoat

ddong hoc va chuyén Iwu lwong theo topo méi. Qua trinh

mat khodng 30-50 giay dé hoi tu tr& lai.



T
STP attacks: Root claim and MITM

- Bang cach gri moét BPDU gid mao vo&i Bridge ID nhd
nhat, attacker station s& dwoc bau thanh new root bridge

- New root c6 thé sniff tat ca cac frame chuyén qua no, vi
nd la “middle” of the spanning tree network (MITM)

-Néu né co6 y bd qua cac TCN, cac sw trong mang sé
khéng diéu chinh theo béat ky sw thay déi ndo. Trong
trwrdng hop nay STP khong dam bao mét topo khbng

loop.



STP attacks: Eternal root election

- Gay ra sw mat 6n dinh mang bang cach ép mang & trang thai chon
roof.
- Attacker dau tién hoc id cta root bridge, root_id (dung mét sniffer)
- Chén vao mét BPDU véi id=root_id — 1
- Lap lai qua trinh

- M&t TCN BPDU tr mét sw cé thé khién cho root quang ba cac BPDU
véi c& TC flag dwoc dwng, va trén co s& nhan cac BPDU nay cac
non-root bridge sé lam vé hiéu nhanh chong cac bang CAM.

- Bang céach gri dong TCN déu dan, mét attacker c6 thé khién cho mbi sw cla
mang gay ra tinh trang vé hiéu lién tuc.



STP attacks: Affecting network performance

- Bang céch lay vai tro root trong cay, mét attacker c6 thé
thay doi luéng Iwu lwgng trong mang chuyén mach

Root

Puorng Gigabit link sé bi khoa. Tat ca data sé dwoc dan qua dwdng 100Mbps link



I
STP attacks: Giai phap

- BPDU Guard: Céc céng c6 BPDU Gaurd dwoc cai dat sé
khéng cho phép cac host phia sau né gii BPDU

- Root Guard: Cac cbng cé cau hinh Root Guard khéng thé
tréd thanh Root Ports

Yéu cau sinh vién:

-Giai thich tai sao cac gidi phap trén c6 thé han ché duwoc

tan céng STP

-Tim thém thong tin



VLAN attacks

VLAN 1 KR Wt RS VLAN 1
- Thé ndo la VLAN? (AN 2 VLAN 2 VLAN
- VLAN hoat déng a. With out Trunking

nhw thé ndo? VLAN 1

VLAN 1
- Frame Tagging? Q Trunk @

VLAN 2

VLAN 1 and VLAN 2

b. With Trunking
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VLAN attacks: VLAN Hopping

- Tach biét subnets hay zones. Néu co6 thé glri data xuyén
qua cac zone khac nhau (hopping), chirc nang tach biét
ctia VLAN khéng hivu hiéu > VLAN hopping

- Sw gid mao ndi vao mdt trong cac sw that, thiét 1ap trunk
link. Hacker cé thé nhan céc frame t&r VLAN va gii céac

frame dén cac VLAN théng qua trunk port bi loi dung.
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VLAN attacks: Double tagging

- Néu attacker thém hai tag vao mdi frame, c6 thé dat
dwoc VLAN hopping.
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VLAN attacks: Double tagging

- Diéu kién can dé dang tan céng nay thanh cong:
» attacker va nan nhan phai & trén cac sw khac biét.
- attacker biét trwdc dia chi MAC ctia may nan nhan.

« attacker c6 cung native VLAN v@&i trunk link. Vi du ports 1 va 2 cung
thuéc VLAN 1 la native VLAN theo mac dinh.



- ®
VLAN attacks: Double tagging

- Mét sb cau hdi nghién ciru :
- Tai sao Switch A chap nhan tagged frame ti attacker trén mét port
(vi du port 1 trén hinh) khéng ndi trunk & vj tri dau tién?
- Tai sao Switch A khéng bd sung tag vao frame khi gti ra trunk?

- Tai sao Switch A khong kiém tra cac frame dén xem cé nhiéu hon

moét tag hay khéng?



I
Céc tan cong VLAN khéc

- D& nghi tham khao tai liéu:

Steve A. Rouiller, “Virtual LAN Security: weaknesses
and countermeasures,” SANS Institute
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