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THIET KE MANG PHAN CAP

(Hierarchical Network)

- Theo mé hinh thiét k& mang phan cap: phat trién topo
dwdi dang cac |&p roi rac
- Core layer
- Dstribution layer
- Access layer

- Moi 1&p tap trung vao céc chirc nang dac biét, cho phép
chon ra cac hé thdng va dac tinh phu hop
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Flat network Topology

- Phu hop cho mang rat nhd
- Méi thiét bj lién mang c6 nhiém vu nhw nhau
- Khi c6 sw c6 phai kiém tra toan mang
- Topo mang Flat WAN
- GOm nhiéu diém két ndi thanh vong
- M6i diém la mot router két ndi véi hai router ké qua mot P2P link
- Céc giao thire dinh tuyén hoi tu nhanh
- Théng tin cd thé phuc hoéi khi mét link bj hdng




Cac Flat LAN topology

- Dau thap nién 1990 cc thiét ké tiéu biéu cho LAN la cac
PC va Server nbi vao mét hay nhiéu Hub theo moét flat
topology

- Ngay nay thay Hub bang Switch (I&p 2)

- Mesh topology ~ nhu cau kha dung (availability)
- Full-mesh topology
- Partial-mesh topology



Cac Flat LAN topoogy (2)

- S0 link trong full-mesh: n*(n-1)/2
- Chi phi cao, kho bdo tri stra chiva hay nang cap
- Lwu lwong quang ba cho dinh tuyén tang

s
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Partial-Mesh Topology
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Full-Mesh Topology




Dung hierarchical topology

- Hierarchical Redundant topology

- Partial-Mesh Hierarchical topology

Headquarters
(Core Layer)

Regional

(Distribution

o~ Offices
‘\ Layer)

Branch Offices (Access Layer)
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Switched Hierarchical Design

Layer 3 Switching

€ in the Core

Route Summarization

: and Load Balancing

Layer 3 Boundary, Packet
<— Filtering, Policing, Aggregation
of Access

Distribution

Access
Layer 2 Switching

¢ in Wiring Closet
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Routed Hierarchical Design

Core

Distribution

Access

Layer 3 Switching

¢ in the Core

Route Summarization

. and Load Balancing

Layer 3 Boundary, Packet
<«— Filtering, Policing

Route Filtering Toward

E Access Layer

VLANSs Local to
Wiring Closet



MG hinh mang cho cong ty vira va nhd

- Hub-and-Spoke Hierarchical Topology

H Corporate
Tl Headquarters

.....
.....
.....
-----
-----




Pac trwng cua core layer

- Backbone toc dd cao, tin cay, dw phong va thich wng tot
- D6 tré nhé
- C6 kich thwéc gidi han



Pac trwng cua Distribution layer (1/2)

- Kiém soét truy xuat tai nguyén vi ly do an ninh

- Kiém soat lwu lwong mang

- Xac dinh cac mién quang ba

- Pinh tuyén gitra cac VLAN

- Cho phép core két ndi cac diém chay cac giao thirc khac
nhau

- Tai phan bo gilra cac giao thirc dinh tuyén & Iép access
va giao thire dinh tuyén I&p core



Pac trwng cua Distribution layer (2/2)

- Tém tat dworng di tl |&p access

- Trong mét s6 trwdng hop cé thé cung cap default route
cho cac router |Iop access va chi chay giao thire dinh
tuyén déng khi giao tiép v&i core router

- An cac théng tin vé topo cua access layer dbi véi core
layer va nguwoc lai



Pac trwng access layer

- Tao diéu kién cho céc user trén cac phan doan cuc bd
truy nhap vao internetwork

- Bao gdm router, switch, bridge, hub va access point.

- Switch thwong duoc dung dé trién khai access layer trong
cac campus net nham phan chia cac mién bang thong
phu hop vdi cac wng dung can nhiéu bang théng

- Dung cac cong nghé nhw ISDN, Frame Relay, leased line
va analog dialup dé ho trg cac chi nhanh hay van phong
nho truy nhap vao internetwork.



Topo mang co dw phong

- Nhan déi cac thanh phan mang, loai triv nhirng diém ma
Khi 161 lam té liét mang.

- Céc thanh phan c6 thé la core router, switch, link gitva hal
switch, CSU, ngudn dién, WAN trunk, két néi Internet...

- Xay dwng cac data center dy phong hoan chinh

- C6 thé thuc hién dw phong trong mang campus, gitra cac
I&p trong M6 hinh phan cap, trén edge net cua enterprise
net



Puong di dw phong (backup path)

- Backup path bao gém céc router va switch va cac link du
phong riéng gilra cac router va switch, la ban sao cua
dwdng di chinh

- Xem xét hai khia canh cua backup path:

- Bang thdng la bao nhiéu
- Téc dd chuyén dung nhanh c& nao
- Nén dung cdng cu mé phdng dé danh gia hiéu qua



Load sharing (load balancing)

- Cho phép hai hay nhiéu giao tiép hay dwdng dan chia sé
tai véi nhau

- Muc tiéu chinh cua dw phong la dap ng tinh kha dung,
muc tiéu phu 12 nham cai thién performance clia mang
bang céch chia tai qua cac lién két song song

- Load sharing phai dwoc qui hoach va cau hinh



Thiét k& mang module

- Mét dw &n thiét ké mang I&n va cadc mang I&én bao gom
nhiéu phan khac nhau

- M&i phan nén dwoc thiét ké theo gidi phap top-down cd
hé thdng, 4p dung nguyén ly phan cap va dw phong.

- C4c giai phap mang va dich vu c6 thé dwoc chon trén can
ban module nhwng phai 1a mot thanh phan cdia mang toan
cuc

- Cisco system d,l‘Jng moé hinh Enterprise  Composite
Network Model dé mé ta cac thanh phan khac nhau hay
module cua mét mang doanh nghiép



Enterprise Composite Network Model (1/4)

- ECNM gbém 3 vung chinh, mdi ving cé thé tao ra cac
module nho hon:

- Enterprise campus: gom cac module dé xay dwng mang campus
virng chac. Chtra tat ca cac thanh phan cho sy hoat déng déc lap
bén trong campus.

- Enterprise edge: tap hop tat ca cac két ndi tir cac phan tir khac
nhau tai bién cua mang enterprise. Chlra tat ca cac phan twr de
truyén théng hiéu qua va an toan gitra cac campus, vi tri & xa, doi
tac, user di ddng va Internet.

- Service provider edge: cho phép truyén thong v6i cac mang khac
dung cac céng nghé WAN khac nhau va ho tro bdi cac ISP



Enterprise Composite Network Model (2/4)

- M6i viing cé thé chia thanh cac module nhd hon

- Vi du campus cé thé gdbm campus backbone, server farm,
building access va distribution module, network
management module. Enterprise edge cé thé gébm WAN,
VPN, Internet access, va e-commerce module

- C6 thé bd sung module néu can
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Enterprise Composite Network Model (3/4)
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Enterprise Composite Network Model (4/4)
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Thiét ké topo mang campus

- Theo ECNM, mdt campus bao gdm campus infrastructure

module, server farm, network management module va
mot edge distribution module

- Infrastructure module cé 3 module con:
- Building access submodule

- Building distribution submodule
- Campus backbone



Building access submodule

- Chira cac dau cudi két ndi dén switch hay access point.
- Céc switch cung cap céc lién két dén building distribution
module

- Cac dich vu gom network access, broadcast control,
protocol filtering, packet marking



Building distribution submodule

- Tap hop cac ta ndi day trong tda nha va cung cap két ndi
dén campus backbone qua céc router (hay switch I&p 3).

- Thwe hién dinh tuyén, QoS va cac phwong thirc diéu
khién truy xuat phu hop vé&i nhu cau an ninh va
performance.

- Backup path va Load sharing



Campus backbone

- LA core layer cia campus infrastructure module ndi
building access va building distribution vé&i server farm,
network management va edge distribution module

- Redundancy va fast converging
- Dung router (hay switch I&p 3) tbc do cao
- Cung cap tinh nang QoS va security



Spanning Tree Protocol

- |EEE 802.1D va IEEE 802.1w

- Topo cla mo6i module va submodule dwoc xac dinh tirng
ohan b&i STP

- Nén chon goc (root bridge) bang cach dung Iénh cau hinh
dé tranh trwdng hop giao thirc tw ddng chon goéc khong
thich hop



Virtual LAN (1/3)

- Bandwidth domain

- Broadcast domain

- Switch chia mang thanh nhirng bandwidth domain nho
(mai port + thiét bi két ndi dén = bandwidth domain)

- Mac dinh switch khéng chia broadcast domain, nhuwng
trong building access module dung switch sé kiem soat
broadcast bang VLAN



Virtual LAN (2/3)

- VLAN la giadi phap truyén data theo chuan LAN nhwng
khéng bi han ché béi cac rang budc vat ly truyén thong

- Bat chap vij tri vat ly cia mét user & dau, nguwdi quan tri
déu co thé gan user vao modt VLAN bat ky

- Viéc gan VLAN dwa trén cac wng dung, giao thic, cac
nhu cau vé performance, nhu cau vé security, dac tinh tai
va lwu lwong, hay cac yéu td nao do theo dac thu mang



Virtual LAN (3/3)

- VLAN xuyén qua nhiéu physical LAN
- Nhiéu VLAN trén mét physical LAN

- Trong mang IP, mét VLAN dwoc thwe hién nhuw la mot
mang con (IP subnet) (b&i ARP)



Thiét ké VLAN co’ ban (1/3)

Switch A Switch B

Station A1  Station A2 Station A3 Station B1 Station B2 Station B3
Network A Network B

VLAN A
Station A1 Station A2 Station A3

Station B1  Station B2 Station B3
VLAN B

3

S



Thiét ké VLAN co ban (2/3)

- VLAN qua nhiéu switch
- |[EEE 802.1Q
- Cisco ISL protocol

VLAN A
Station A1 Station A2 Station A3

VLAN A
Station A4 Station AS Station A6

o2 2
Station B1  Station B2 Station B3 Station B4 Station BS Station B6
VLAN B VLAN B



Thiét k& VLAN co ban (3/3)

- Can xac dinh pham vi cia méi VLAN

- M&i VLAN sé trai ra trén bao nhiéu switch

- Xac dinh dung lwong cua trunk link, dung cac phwong
phap trong chuong 4

-Doi v&éi mang phong lab thi thwong dung 10Mbps
Ethernet trunk



Wireless LAN (1/3)

- Access point (AP), wireless cell

- Xac dinh tam phu cta mot wireless cell va can bao nhiéu
wireless cell

- C4c yéu t6 anh hwédng gom: data rate, cong suat, anten
va vi tri dat



Wireless LAN (2/3)

- Nguyén ly anten la dang huéng

- Tin hiéu manh v&i cac hwdng trwc giao véi truc anten

- Chl y khéng dé AP tai cdc mat phan xa hwéng ra ngoa
vi tri can

- Blrc twdng co thé 1am suy gidm tin hiéu nhwng khéng
ngan chan hoan toan
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Wireless LAN (3/3)

- Kich thwéc cell cang Ién bandwidth domain cang |&n,
performance cang thap

- C6 thé dung nhiéu AP dé mé réng tam phu hé tro truy
xuat khéng gian doan khi user chuyén ché, cach lam Ia
dat cac user di dong trong cung mét IP subnet hay VLAN

- Tach biét subnet cling giup cai thién kha nang quan ly va
security



Dw phong cho wireless LAN

- Access point hot standby: Cho phép 2 AP dwoc cau hinh
dung cung kénh trong trong mét vung phua. Chi mot AP
dwoc active va AP kia dw phong

- D&t 2 AP gan nhau

o Khi dwa AP chinh tr& lai 1am viéc can reset AP dw phong
bang tay



PVST+ va MISTP (1/2)

- Per VLAN Spanning Tree + la giai phap tao mét spanning
tree cho méi VLAN dé tao kha nang dw phong

- PVST+ cho phép load sharing nh& cé nhiéu dwéng
chuyén khéc nhau trén méi VLAN

* MISTP (Multi-Instance Spanning Tree Protocol) cho phep
nhiéu VLAN dwoc nhdm lai trong mot spanning tree

- [EEE 802.1s (Multiple Spanning Tree)
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PVST+ va MISTP (2/2)

- Néu dung VLAN trong thiét ké campus dung switch ¢ hé tror 802.1s,
PVST+ hay MISTP c¢6 thé dung 1a link dw phong cho load sharing

To WAN To WAN

—~—
&7 sl
o

|gapﬁcs/05ﬁg11.gfb "" 5 — Core Layer

—
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~ 4 Distribution

| Layer

-
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HSRP hay VRRP (1/2)

- Hot Standby Router Protocol (HSRP) giip may tram van
gitr lién lac voi internetwork ngay ca khi gateway mac
dinh bi hong

- Trong RFC 2338 goi la VRRP

- Tao virtual router (phantom router) voi IP va MAC
address, moi may tram déu dwoc cau hinh dung virtual
router nhuw default gateway



HSRP hay VRRP (2/2)

- Cac HSRP router trén LAN trao dbi v&i nhau dé chi dinh
active hay standby router

- HSRP ciing co6 thé dong vai trd proxy ARP

Active Router J \\

N Enterprise
Internetwork

g u uer\ /)/

Workstation

Standby Router



Gateway Load Balancing Protocol

- GLBP cho phép cén bang tai qua nhiéu router diing moét
dia chi IP 4o va nhiéu dia chi MAC 3o.

- M&i host dwoc cau hinh cung dia chi IP o va tat ca céac
router trong nhdém router do cung tham gia chuyén goi

- C4c thanh vién trong nhom GLBP bau mét router 13 active
virtual gateway (AVGQG)

- AVG gan cho méi thanh vién dw phong con lai mét dia chi
MAC ao
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Thiét ké building network: building block khdng mé
rong VLAN (1/2)

- Gigabit ~ Ethernet e
trunk két néi Layer

- » —

2 switch dén cap m: | L2t
Layer 3 switch trong | |
distribution layer | e

. M6l module la thanh oissuin : | Layer 3 Switch

phan co ban tao  _ ____\ __\ _____
nén building
network



Thiét ké building network: building block khéng
ma& rong VLAN (2/2)

- IP subnet gi&i han trong mét switch (mdt wiring-closet)

- Khéng c6 vong lap (loop) va khéng cé VLAN trunking
gilra cac layer 2 switch.

- M&i Gigabit uplink 1a giao tiép dwoc dinh tuyén trén cac
Layer 3 switch trong distribution layer.



Thiét ké building network: building block khéng
m¢& rdng VLAN, dw phong (1/2)

- Building block co dw

phong T T T T T T

- Hai Layer 3 switch s | = < ENCE
tao thanh  mot | |
building backbone Z{'é%’mel
gian lwoc .



Thiét ké building network: building block khng mé
rong VLAN, dw phong (2/2)

- Toi wu cho thiet ké building: tat chirc ndng trao doi dinh
tuyén gitra cac subnet (mot subnet dwoc gigi han trong
mot tu noi day)

-Dé thwc hién dung passive interface command trén
distribution-layer switch.

- Distribution-layer switch chi trao déi dinh tuyén v&i core
switch



Thiét ké building network: building block mé réng
VLAN (1/3)

- Khi mudn server cla o wuwa
nhém A ¢ trong cung

| |

subnet va VLAN nhu | % bt | e

cac client vi ly do [ Forvard ™ Bl |

lién quan dén chinh | :

, | Werkgroup A .

sach. e i_ﬂ"\}iiﬁ" Y G
- D4t VLAN trunk gitra S ' TR D R

cac distribution-layer | -

switch Hyacimhiog

hay
Layer 3 Switching

Core



Thiét ké building network: building block mé réng
VLAN (2/3)

- VLAN cho nhém A hinh thanh tam I
giac --> dung STP dat mét link vao |
ché d6 block. % i e

mot uplink bi héng, VLAN van hoat
doéng binh thwdng nho VLAN trunk -
lam dworng dan dy phong tai layer 2. Root KN N AR
- Mot distribution-layer switch lam ST X

|
|
- Topo tam giac phong trworng hop | Forward ™~ Block
|
|
|

root cho cac VLAN mang sb chan va Layer 2 Switching
. . N ha
switch kia lam ST root cho VALN Core iy Swikdidg

mang so 18.



Thiét ké building network: building block mé réng
VLAN (3/3)

- Distribution-layer switch cting
lam HSRP cho cac VLAN dé
dam bao can xirng gilra lop 2
va lop 3

- Cho phép dac tinh UplinkFast
trén mdi switch |&p access dé
khéi phuc nhanh ST & lop 2
(khi forwarding uplink bi hong,

chi trong 2 giay blocking uplink !
sé chuyén sang forwarding
Layer 2 Switcht
mo d e) o yer hayutchmg
Layer 3 Switching

-



Thiét ké building network: building block mé réng
VLAN

- Téng quat hon voi
VLAN A trai ra
nhiéu switch

Layer 2 Switching
hay
Layer 3 Switching

Core



So d6 cho Building LAN I&n




Thiét ké Campus da l&p (1/3)

- Nhiéu khoi building

két nbi qua campus Dy NI U R
backbone (--> Thiét hoss | s i i -
ké backbone) , |

- GO0 tinh kha trién oisrmuion | el

- Dy phong building =

block dwoc tang
cwong tr dy phong &
backbone

- Mot backbone layer
gom it nhat hai
swicth, dat & cac
building khac nhau

s

S/




Thiét ké Campus da l&p (2/3)

- Thiét ké campus da
|&p can t6i da cac wu
thé cda céc dich vu = . e
Ié’p 3 g‘ém LI} L, L L 1L L)L LI
segmentation, load
balancing, and failure O e 5 - \ -, [
recovery i

- Binh tuyén PIM kiém
soat lwvu lwong IP
multicast trong tat ca
cac Layer 3 switch.

- Han ché broadcast
qua backbone
(broadcast-->
unicast)

= | Layer 2 Switch




Thiét ké Campus da lp (3/3)

- Dung cép dworng dan
dé khéi phuc nhanh

- C6 thé dung
EtherChannel dé tang
cwong tinh kha dung

- Pac tinh hé tro IP-
based load balancing
qua EtherChannel




Thiét ké campus backbone nho (1/3)

- Backbone gian lwoc.
Gom hai hay nhiéu layer
3 switch nhw mang
building.

- Cac layer 3 switch phai
duy tri cac muc ARP cho
céc thiét bi hoat ddong
trong campus.

Hoat dong ARP qua murc--
> CPU-->backbone
performance

Giai phap

Layer 2 Switch

Layer 3 Switch
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Thiét ké campus backbone nho (2/3)

- Full-mesh backbone
gbm ba module v&i cac
Layer 3 switch duoc
lién két tryee tiép thanh
mot full mesh.

- Tang module---> tang
phtrc tap

- Nang cép bang théng
cting khé




Thiét ké campus backbone nho (3/3)

- Partial mesh backbone.

- Thich hgp cho campus
nho, lvu lwgng chu yéu
hwdng vao server farm.

- Dung trunk dung lwvong
l&n tir cac layer 3 switch
cua cac building dén
server farm

- Cac layer 3 switch cua
server farm tré thanh - == =
backbone gian lwgc cho
lwu lwgng gitrka hai
module

Layer 3 Switch

— e— — )

- | Layer 2 Switch



Thiét ké campus backbone I&én: Layer 2
switched backbone (1/2)

- Layer 2 switched
backbone, thich hop
cho campus co tw ba
tdoa nha tro 1én.

- B6 sung cac switch
vao backbone lam
giam s6 két nbi va dé
bd sung module.

- Backbone thyc sv la
layer 2 switched
domain c6 dang star




Thiét ké campus backbone I&én: Layer 2
switched backbone (1/2)

- Dung mét IP subnet cho

backbone M o T T T o T T T
~. ] i Aocessl o Y Y Y y” By By ey By Y NSy | Layer 2 Switch
- Mai switch lop
distribution dinh tuyén | |
ILPU ILPO’ng qua [)istribution| Jl Layer 3 Switch

backbone subnet

- CAu hinh cac lién két
ndi dén backbone thanh
céc giao tiép dwoc dinh
tuyén, khdng phai |a
VLAN trunk
(<>spanning tree
protocol loop)

Server Farm




Thiét ké campus backbone I&én: Layer 2
switched backbone (2/2)

- Split layer 2 backbone

- Tang tinh kha dung va
dung lwvong.

- Hinh thanh hai
backbone riéng biét dw
phong cho nhau.




Thiét ké campus backbone I&n: Layer 3
switched backbone (1/3)

- Layer 3 switched
backbone

- Backbone linh hoat va
kha trién nhat dUng CAC ouen
chuyén mach 16p 3.
Céc chuyén mach
dwoc két ndi bdi cac
Gigabit Ethernet hay
EtherChannel dwoc
dinh tuyén.




Thiét ké campus backbone I&n: Layer 3
switched backbone (2/3)

- Dw phong dwong di dé
khoi phuc nhanh.

- Cling gap déi dung
lwong cho trunk
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Thiét ké campus backbone I&n: Layer 3
switched backbone (3/3)

- Large-Scale Layer 3
Switched Campus
Backbone

- Backbone c6 4 switch
I&p 3 ndi nhau bang cac
lién két Gigabit Ethernet,
déu dwoc dinh tuyén,
khéng c6 ST loop




Thiét ké Server Farm

- Mét building block toc dd cao ndi vao backbone.

- Noi host cac rng dung mang cua doanh nghiép, mac do
tranh chap phai thap

- Han ché oversubscription



Thiét ké Server Farm

- Két ndi server co nhiéu cach:

. Layer 2 Switching
c6 thé dung mot hay hai Fast Core Y
£ , TR Layer 3 Switching
Ethernet. Néu co 2 két ndi thi

mot o Ché doé dL_J’ phc‘)ng Redundant Links to Backbone

- Dual-homing cho phép tang
tinh kha dung, dung Layer 2
dual homing hay Layer 3
dulal-homing (phtrc tap ~

| |

| |

| |

y N |

NOS) | ?gop{l;f;st | .

- Hai yéu t6 chinh: dang Iwu | :

l |

|

Root
VLAN A

HSRP Primary —
Subnet A

Distribution

lwong, sb user (Toc dod trung
binh phat géi va kich thude
g6i trung binh)

Enterprise Server
on VLAN A-Subnet A



Dw phong server (1/3)

- Cac server: file, web,DHCP, DNS, Database

- Can nhac nhu cau va dw phong, vi du server lam nhiém
vu anh xa so dién thoai va dia chi IP trong VoIP

- DHCP server cé thé dwoc dat & access hay distribution
layer

- Trong mang nhé DHCP dw phong dat tai distribution layer,
trong mang I&n DHCP ludn dat tai access layer?



Dw phong server (2/3)

- Néu DHCP duoc dat vé phia bén kia cua router, can cau
hinh router dé chuyén cac DHCP broadcast tr cac host.

- DNS server c6 thé dwoc dat tai access hay distribution
layer

- Trong cac ng dung ma th&i gian nguwng tré file server la
16i nghiém trong thi phai thwe hién cac ban sao y cho cac
file server.



Dw phong server (3/3)

- B tri céc file server trén cac mang khac nhau nhwng phai
cé k¥ thuat dong bd dé dong nhat (dung duplexing, SAN)

- Dw phong server ciing co6 thé cho phép cac server chia sé
tai v&i nhau, dung CDN (content delivery network) hay
cac thiét bi dich vu néi dung



Thiét ké topo cho enterprise edge

- Tuy vao nhu cau performance can thiét ké dy phong
segment WAN trong intranet, nhiéu path dén extranet va
Internet.

- Dung VPN két ndi cac co sé clia doanh nghiép thdng qua
mang WAN cong cdng hay Internet
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SP Edge




Dw phong WAN segment

- WAN c6 thé duoc thiét ké theo dang partial mesh

- Nén khao sat ky mach vat ly, d& dam bao duwdong du
phong la dw phong thwc sw (circuit diversity) <-- cac
carrier thué dung lwvong lan nhau

- Khi phan tich circuit diversity phai chu trong vao
duwdng Cép‘ cuc bd va dich vu cua nha cung cap
dwong truyén

- Ghi rd cam két vé circuit divesity vao hop dong



D phong nhiéu két noi Internet

- Thuat nglr multihome

- C6 thé multihome dén Internet cho Enterprise theo
nhiéu cach tuy vao nhu cau.

- Xem hinh mé ta 4 lwa chon
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VPN (1/2)

VPN la phwong phdp dung encryption tién tién va
tunneling dé két néi qua mot third-party network

- Tunneling protocol

- Giao thirc dwdng ham & 1&ép 2: Point -to-Point Tunneling
Protocol (PPTP), Layer 2 Forwarding (L2F), MPLS VPN,
Layer 2 Tunneling (L2TP_ RFC 2661), L2TPv3

- Giao thirc dworng ham Iop 3: IPSec, Cisco Generic
Routing (GRE)



VPN (2/2)

- |[PSec cho |P unicast, GRE cho multicast, broadcast va
non-IP can tunneling

- VPN ap dung cho Enterprise dwgc chia thanh 2 loai:
- Site-to-site VPN: két ndi tradi ra trén nhiéu co s&, nhiéu td chirc
- Remote Access: két ndi cac user & xa va cac dbi tac kinh doanh



T
Site-to-site VPN

- Thay cho PDN (private data network)
- Trwdc day thwong dung T1 dé két ndi cac co sd, chi phi
cao
- C4c topo phd bién nhat cho site-to-site network 1a:
- Hub-and-spoke: 1 headquarter va nhiéu chi nhanh
- Mesh: két ndi nhiéu khu vwe tap trung véi lwu lwong on trao doi
gilra cac co so.
- Hiearachical: nhiéu headquarter va nhiéu ving véi lwu lwong rat

I&n. Topo gom full hay partial mesh core v&i cac co s& ngoai vi ndi
v&i core dung hub-and-spoke



Remote Access VPN

- Cho phép truy xuéat theo nhu cau qua két ndi dwoc mat
ma.

- X4c dinh noi tién hanh tunneling va encryption, trén client
hay network access server

- Néu kh&i déng phia client thi mét tunnel bdo mat dwoc
thiét 1ap bai client software dung IPSec, L2TP hay PPTP,

wu diém 1A bao mat ca doan "last mile" t&r client dén POP
(point of presence cua nha cung cap dich vu
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Vi du vé Remote Access VPN cho mét cong ty ban 1é



VPN Architecture
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Enterprise Teleworker Module
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THIET KE AN NINH MANG



Tong quan thiét ké an ninh mang

- Bam bao an ninh mang la qua trinh lién tuc

- Chu ky: thi cong, giam sat, kiém thr va cai tién

- Cép nhat lién tuc cac co ché an ninh dé chong lai cac
Kieu tan cong m&i nhat

- X4c dinh tai nguyén can bao vé

- Phan tich cac nguy co

- Phan tich cac yéu cau an ninh va can nhac loi hai

- Xay dwng ké hoach an ninh

- Xay dwng chinh sach an ninh

- Xay dwng thu tuc va qui trinh an ninh



Firewall

- La noi thi hanh phan I&n cac security policy tai bién gidi
mang

- Chura tap luat chi phoi 1&n traffic

- Static packet-filter firewall

- Statefull firewall

- Proxy firewall



Firewall (DMZ) topology
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Three-Part firewall topology

—~ —
Enterpnse
. Network

T-T

Web, File, DNS, Mail Servers

\

/ Internet )
/

- CAu hinh phtrc tap

- Traffic cua Enterprise chay qua DMZ , DMZ c6 thé bj thda hiép lam ban
dap tan cong Enterprise. ,

- Gidj phap: dung cac ACL tai cac router, dung firewall v&i cau hinh
nhiéu ACL hon, chay phan mém firewall trén cac host trong DMZ va
cau hinh dich vu gi&i han.



|

Lwu ¥ an ninh mang phan cap
- Kiém soat chat ché topo mang tai access layer

- Chu y cac 16i:
- Adding a chain

- Backdoor @

% Core Layer

Distribution Layer
z Access Layer

Backdoor



An ninh mang vanh dai

- Mang vanh dai c& nho

- Thiét ké tiéu biéu

- Phan tich cac nguy co an ninh

- Dé xuat ap dung giai phap an ninh cho tirng bé phan
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Cac nguy co an ninh

- Buffer overflow

- Virus/worm/Trojan horse
- Direct access

- Probe/scan

- Application flooding

- Rootkit

- Remote control software
- ldentity spoofing

- Web application



Pé xuat 4p dung gidi phap an ninh cho
tirng bo phan

- Gateway

- WAN router

- Ethernet switch
- Public server

- Két ndi Internet



Gateway

- Cai dat loc stateful va stateless .

- Ap dat Signature-based NIDS

- Clng cb ban than thiét b

- Cai dat cac b6 loc theo RFC 2827, RFC 1918, va bogon filtering
- Cai dat loc ICMP

- Nén cai dat CAR (committed access rate)

- Ap dung TCP intercept dé t6i thiéu anh huwéng cia TCP SYN flood trén
host



WAN router

- Cai dat cac bo loc vao/ra theo RFC 2827, RFC 1918, va

bogon filtering
- C6 thé bd sung uRPF
- Cai dat loc ICMP
- Cé thé str dung xac thuc giao thire dinh tuyén

- Cai dat CAR dé chong DDoS



T
Ethernet Switch

- T4t ca cac switch nén thwc hién theo thi tuc an toan cho giao thire diéu khién I&p
2.

- Luén dung mét VLAN ID cho tat ca cac trunk ports.

- Tranh dung VLAN 1.

- Cai dat tat ca user ports thanh nontrunking.

- Trién khai port security khi c6 thé cho cac user ports.

- Chon mét hay nhiéu tuy chon an ninh ARP.

- M@ tinh nang gidm nhe tan céng STP (BPDU Guard, Root Guard).

- Dung PVLAN & nhirng cho thich hop.

- Dung MD5 authentication cho VTP khi can dung VTP.

. V6i thiét bj Cisco thi cAm CDP khi khong can dén.

- CAm tét ca céac port khéng dung va nhém ching trén mét VLAN khéng dung.

- Ngéan chan tan céng DHCP.
C4u hinh port security trén public server switch

Dung VLAN dé hé tro quan ly an ninh cua thiét bi nay.

Néu ARP inspection cé san trén switch dwoc dung trén mang chira public server
thi nén cho phép tinh nang nay.

Céu hinh Private VLAN trén public server switch dé tach biét cac public server
khéng can théng tin trwe tiép véi nhau.



Public server

- X&c thwe dang nhap bang mat khau (dung lai)

- Dung PKl/sessionapp crypto: Néu céc public servers déu
cung cap cac két ndéi HTTPS, can c6 chirng nhan tr mot

nguon tin cay trén Internet.
- Cuing c6 hé diéu hanh va cac &ng dung
- Kiém tra tinh toan ven cua file system

- Dung host antivirus/host IDS
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Két noi Internet

- Khi ¢6 nhu cau két ndi tir xa qua mang Internet, dung VPN
- V& mang vanh dai nhé thi trong két nbi site-to-site cé thé chi
dung preshared key 1a du, khéng can tao ham GRE (generic

route encapsulation tunnel).

- V&i remote user cé thé dung céc preshared key nhom, néu
mudn mé réng cé thé dung OTP

- Direct access va identity spoofing 1a cac mdi de doa dobi voi
VPN. C6 thé ngan chan ca hai mbi de doa nay bang su két

hop network crypto va cac co cau OTP
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Public Servers

== ===- Remote User IPsec
-~ Site-to-Site IPsec
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An ninh mang campus

- Mang campus c¢& nho

- Thiét ké tiéu biéu

- Phan tich cac nguy co an ninh

- Dé xuat ap dung giai phap an ninh cho tirng bé phan
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Cac nguy co an ninh

- ldentity spoofing

- Virus/worm/Trojan horse
- Rogue devices

- Sniffer

- Man-in-the-middle

- War dialing/driving

- Direct access

- ARP redirection/spoofing
- Remote control software

- Buffer overflow
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Pé xuat 4p dung gidi phap an ninh cho
tirng bo phan

- Ethernet Switch
- Internal Servers
- User Hosts

- WLAN AP

- AAA Server
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Ethernet Switch

- Cai dat STP BPDU Guard trén tat ca cac PC port dé ngan chan cac sw ¢
spanning tree vo tinh hay cd y.

- Han ché sb dia chi MAC trén tirng port cia switch. DUng port security.

Dung VLAN dé hé tro quan ly an ninh

- Cho phép chirc nang kiém duyét ARP néu duwoc hd tro. C6 thé diing cdng cu nhw
ARPwatch.

- C6 thé dung private VLAN dé tach biét cac hé théng

- Néu co thé, trién khai DHCP snooping hay VLAN ACL dé ngan chan hau hét cac
tan cong DHCP.
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Internal Servers

- Xac thwce voi cap username/password

- St dung mat ma cho cac phién trng dung nhay cam
- Clng co6 ban than OS/application.

- St dung c6ng cu kiém tra hé thong file

- St dung host antivirus, trién khai trén mdi hé thong (server hay
client)
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User Hosts

- Dung xac thwc dang nhap v&i username/password
- Clng c6 ban than OS/appplication, tadn dung co ché tw
ddng va 16 héng cta cac OS va rng dung

- St dung host antivirus
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WLAN AP

- DUng VLAN dé tach biét lwu lwong khéng day
- Cling c6 thiét bi
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AAA server

- Bat clr su trién khai AAA server nao déu tuan theo cac dé

nghi an ninh cho server nhuw internal server.

- Ky thuat an ninh bd sung thém trén AAA server 1
RADIUS/TACACS+
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