AN TOAN HE THONG VO
PSAD VA PFSENSE
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PSAD: Gidl thiéu
- Port Scan Attack Detector

- Jay Beale, Peter Watkins va Michael Rash phat trién mot
san pham IDS mai ¢cé tich hop tinh nang firewall goi la
Bastille-NIDS.

- 2001 Michael Rash tach thanh dw an riéng tao ra san

pham IDS khéng phu thudc Bastille goi 1a PSAD



LAN
192,168.10.0/24

Scan / Attack

Scanner/ %2

Attacker iptables / psad
B s s B | 12.2.2.2

Webserver DNS Server
192.168.10.5 192.168.10.10
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Tinh nang cua PSAD

- Phat hién cac dang lwu lwvong nghi ngo

- Tham do cac backdoor, cac DDoS tool va cac hanh vi lam
dung networking protocol

- Két hop voi fwsnort cé thé phat hién hon 60% tat cad Snort
rules, bao gdbm cac yéu cau phan tich sdu vao dir liéu giao
thire 1&p rng dung.

- C6 kha nang 1y dau cac hé diéu hanh cua cac hé thdng phéat

sinh hanh vi dd quét va ngudn goc cua lwu lwgng ddc hai.
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Cai dat PSAD

- Tai ttr http://www.cipherdyne.org/psad/download

- Kiém tra cd MD5 va GnuPG signature, c6 thé tim GnuPG Public key tai
http://www.cipherdyne.org/public_key. Vi du phién ban pasd-2.0.8

$ cd /usr/local/src

$ wget http://www.cipherdyne.org/psad/download/psad-2.0.8.tar.bz2

$ wget http://www.cipherdyne.org/psad/download/psad-2.0.8.tar.oz2.md5
$ wget http://www.cipherdyne.org/psad/download/psad-2.0.8.tar.bz2.asc
$ md5sum -c psad-2.0.8.tar.bz2.md5

psad-2.0.8.tar.bz2: OK

$ gpg --verify psad-2.0.8.tar.bz2.asc

gpg: Signature made Sun Jul 29 13:18:58 2007 EDT using DSA key ID A742839F
$ tar xfj psad-2.0.8.tar.bz2

$su-—

Password:

# cd /usr/local/src/psad-2.0.8

# ./install.pl
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Starting va Stopping psad

# /etc/init.d/psad start

* Starting psad ... [ ok ]
# /etc/init.d/psad stop

* Stopping psadwatchd ... [ ok ]
* Stopping kmsgsd ... [ ok ]

* Stopping psad ..



- Khi khoi déng psad, 3 daemon duwoc khdi déng: main
psad daemon, kmsgsd, and psadwatchd

- Muc dich ctia kmsgsd 14 doc tat ca iptables log messages
tr /var/lib/psad/psadfifo va ghi vao /var/log/psad/fwdata,

cho muc dich phan tich thdi gian thwe.

- psadwatchd daemon lam nhiém vu dam bao hai daemon

kia phai chay, néu khéng sé kh&i dong lai.
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Cau hinh iptables policy

- Vé ban chat psad 1a bd phan tich log. Can dam bao
iptable policy dwoc cdu hinh dé thwe hién theo qui tac
“log and drop”.

- Psad c6 co ché tw dong dé kiém tra chinh sach iptable
cuc bd c6 dwoc cau hinh theo nguyén tac log and drop.

Co ché dwoc thwe hién béi script /usr/sbin/fwcheck psad
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Cau hinh Syslog

- Khi mét gbi trung voi LOG rule trong iptables, kernel
thdng bao sy kién qua klogd. Sau do kernel log message

dwoc chuyén dén syslog dé dwa vao report file .

- Syslogd va syslog-ng daemons déu twong thich v&i psad.
Ca hai déu co thé ghi ban tin log vao cac named pipe.
Psad loi dung diéu nay dé ghi tat ca ban tin kern.info log

vao /var/lib/psad/psadfifo



- Néu psad dang chay trén hé thdng cé cai dat syslogd, can bd sung vao

/etc/syslog.conf
kern.info /var/lib/psad/psadfifo

>cau hinh syslogd dé ghi kern.info messages vao /var/lib/psad/psadfifo

- Néu dung syslog-ng lam local system, bd sung céc dong sau vao
/etc/syslog-ng/syslog-ng.conf :

source psadsrc { unix-stream("/dev/log"); internal(); pipe("/proc/kmsg"); };

filter f_psad { facility(kern) and match("IN=") and match("OUT="); };

destination psadpipe { pipe("/var/lib/psad/psadfifo"); };

log { source(psadsrc); filter(f _psad); destination(psadpipe); };
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C4u hinh PSAD

- Tat ca cac psad daemons déu tham chiéu tap tin cau hinh
/etc/psad/psad.conf

- Chtra hon 100 bién cau hinh dé diéu khién cac khia canh
hoat déng khac nhau cua psad.

- Vidu:

### System hostname

HOSTNAME psad.cipherdyne.org;
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Bién EMAIL_ADDRESSES

- Bien EMAIL_ADDRESSES chi dinh céac dia chi email dé

psad giri canh bao va cac thdng tin can thiét khac.

EMAIL_ADDRESSES root@localhost, you@domain.com;
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Bién DANGER_LEVEL{n}

- Mtrc nguy hiém dwoc gan dwa trén ba yéu to:
- C4c dac tinh cta scan (sb goi, dai port va time interval)
- GO cO6 lien hé véi signature duwec dinh nghia trong
/etc/psad/signatures
- Goi c6 bat ngudn tr mdt IP hay mang duwoc liét k& trong
/etc/psad/auto_dl
- Biéen DANGER_LEVEL{n} chi dinh s6 lwgng goi thong ké

dé dat mirc nguy hiém tiép theo.
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Bién HOME_NET

- HOME_NET dinh nghia local network noi hé thong chay

psad dworc trién khai.
- C6 thé dinh nghia mot danh sach cac mang

HOME_NET 71.157.X.X/24, 192.168.10.0/24;
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Bién EXTERNAL NET

- Bién EXTERNAL_NET x&c dinh tdp cac mang ngoai. Mac
nhién la bat ky (any).
- Cé thé liét ké tuy y cdc mang twong tw nhw Home _net

- Trong hau hét cac cai dat thwdng dung any

EXTERNAL_NET any;
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Bién SYSLOG_DAEMON

- Bién SYSLOG_DAEMON bao cho psad biét loai syslog

daemon nao dang chay trén local system
- Céc gia tri c6 thé cho bién nay la: syslogd, syslog-ng,

ulogd va metalog



Bién CHECK_INTERVAL

- Phan 1&n thdi gian psad & trang thai “ngd”, n6 chi “ thirc”
dé xac dinh xem c6 iptables log message ndo md&i xuat
hién trong /var/log/psad/fwdata hay khong.

- Thoi gian gitra cac lan “thiec day” dé kiém tra dwoc xac

dinh theo giay bdi check interval, mac dinh la 5 giay.
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Bién SCAN_TIMEOUT

- Psad dung gia tri dwoc chi dinh béi bién nay nhw khoang
thoi gian tbi da dé theo déi mét hanh déng do quét. Mac
dinh la 1 gi& (3600 giay)

- Néu mét lwu lwong déc hai ttr mét IP dac biét khong dat
dén mdrc nguy hiém trong khoang thdi gian timeout nay,

psad sé khéng phat ra |&i canh bao.
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Bién ENABLE_PERSISTENCE

- Phan mém phat hién quét port thwérng phai cai dat hai gia tri nguwéng
dé xac dinh mét port scan: sb port bj tham do va khoang thi gian
tham do.

- Mét attacker c6 thé cb hoat ddng dwdi nguwéng bang cach giam sbé
port hay quét cham. Bién anable_persistence chi thj cho psad khéng

dung scan_timeout lam yéu t6 phat hién.
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Bién PORT_RANGE_SCAN_THRESHOLD

- Bién nay cho phép dinh nghia dai port téi thiéu phai bi
quét trwde khi psad gan mdét mire nguy hiém cho hanh
déng quét port.

- M&c dinh bién nay dwoc cai 1a 1, nghia 1a t6i thiéu c6 hai

port bi quét trwdc khi mirc nguy hiém 1 dwoc xac 1ap



e
Bién EMAIL ALERT DANGER LEVEL

- Bién nay cho phép cai dat mic nguy hiém thap ma psad
khéng gui email canh bao trv khi c6 dia chi IP dwgc gan
murc nguy hiém tlr gia tri nay tré 1én.

- Mac dinh la 1



=z
Bién MIN_DANGER_LEVEL

- MIN_DANGER_LEVEL threshold tac dong nhw mét global

threshold dé tat ca chirc nadng canh bao va theo ddi dwoc

thwe thi béi psad
- Vi du, néu bién nguwdng nay dwoc gan 1a 2 thi psad sé

khéng ghi mét dia chi IP vao /var/log/psad/ip cho dén khi

dat mdrc nguy hiém 2



Bién SHOW_ALL_SIGNATURES

i b

- Bién nay chi thj cho psad gi hay khong tat ca thong tin
vé dau hiéu lién quan véi mét dia chi IP trong mdi canh
bao.

- M&c dinh 1a khéng, tuy nhién psad sé& gwi tat cd dau hiéu
MO
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Bién ALERT_ALL

- Khi bién nay dwoc gan 1a Y, chi thi cho psad phat sinh
email va syslog bat cl khi ndo c6 moét hanh déng nguy
hiém méi dwoc phat hién tv mét dia chi IP véi mire nguy

hiém 1a 1
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Bién SNORT SID STF

puf

- Bién nay dinh ra chudi con dé ddi sanh véi cac iptable log
message nham xac dinh c6 message nao dwoc phat sinh
b&i mot iptable rule mang day da dac trwng ciia mot Snort

rule hay khong.

- Céac iptables rule nhuw vay thwdng dwoc xac 1ap béi

fwsnort
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Bién ENABLE AUTO IDS

- Néu bién nay dwoc gan 1a Y sé& chuyén psad tr daemon
giam sat thu déng sang dap ng tan cong moét cach chd
ddng bang céch tai cau hinh déng chinh sach iptable dé
khda mét IP xam pham khdng cho twong tac véi hé thong

- Khoa véi local system qua INPUT va OUTPUT chain

- Bao vé tat ca cac system dwa vao FORWARD chain trén

local system



Bién IMPORT_OLD_SCANS

- Thong tin vé quét port va cac hanh vi nghi nger dwoc psad
thu thap va ghi vao /var/log/psad. Khi IP address dén
mrc nguy hiém 1, mot thw muc méi /var/log/psad/ip dwoc
tao ra.

- Luc khéi déng psad thwong xbéa cac thw muc
var/log/psad/ip nhwng c6 thé import tat ca data tlr céc

thw muc ¢ bang cach dat bién nay thanh Y.
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Bién IGNORE PORTS

- Mét d&c tinh quan trong 1a cé thé bd qua cac data ndo dé
do admin chi dinh.

- Bién nay chi cho psad bd qua cac iptable log message
dwa vao chi so port dich va giao thire lién quan (TCP hay
UDP).

- Cé thé két hop dai port, nhiéu port va giao thire, vi du:

IGNORE_PORTS udp/53, udp/5000, tcp/51000-61356;
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Bién IGNORE PROTOCOLS

- V&i bién IGNORE_PROTOCOLS psad c6 thé dwoc chi

thi bé qua toan bd cac giao thirc.

- Vi du mudn psad bé qua tat ca cac goéi ICMP:

IGNORE_PROTOCOLS icmp;
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Bién EMAIL _LIMIT

- Trong mét sd trwdng hop modt iptable policy dwoc cau
hinh dé log Iwu lwong khéng ddc hai. Néu dé psad théng
dich lwu lwong nay nhw scan n6 sé gui hang loat email

canh bao.

-Dé kiém soat s6 lwong email canh bdo dung bién
EMAIL LIMIT
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Bién ALERTING_METHODS

- Hau hét cac admin déu dung ca email va syslog reporting
mode. Dai khi chi can dung mot reporting mode.

- Bién nay cho phép chon mét trong hai.

- noemail va nosyslog 1a hai tham so6 twong &rng bao psad

khéng giri email va khéng gui syslog canh bao
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Bién FW_MSG_SEARCH

- FW_MSG_SEARCH xac dinh céch thirc psad tim kiém cac
Iptables log message.

pui NV

- Dé gi¢i han psad chi phan tich cac message chra mét tién t6
log dac biét. Tién t6 dwoc dinh nghia bdéi bién
FW _MSG_SEARCH.

- Diéu nay cho phép iptable dwoc cau hinh dé gan céc log prefix
vao cac goéi ma psad khéng phan tich chung.

- Vi du chi muén psad phan tich cac iptable log message chira
DROP, cau hinh nhw sau:

FW_MSG_SEARCH DROP;
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Tap tin /etc/psad/auto_dl

- Hé thong phét hién can dwoc trang bi nang lwc liét ké
cac hé thong, mang, port hay giao thtrc dworc mién kiém
tra b&i co ché tw dong. Pong thdi ciing can liét ké danh
sach cac dia chi IP nao dé la khéng lanh manh (backlist).

- C4c yéu cau nay duoc xac lap dwa vao auto_dl file.

Ssyntax:

ip/network danger level optional protocol/optional ports
Vi du:

192.168.10.3 0;

10.10.1.0/24 5 tep/22;
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Tap tin /etc/psad/signatures

- Tap tin /etc/psad/signatures chira mét tap khoang 200
Snort rule dwoc hiéu chinh

- Céc rule twong rng 1a cac tan cong ma psad cé thé phat
hién mot cach trwe tiép tir iptable log message.

- Khéng luat ndo can dén kiém thir & I&p ng dung dwa
vao lwu lwvong mang_fwsnort chay cac test trén I&p rng

dung
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Tap tin /etc/psad/snort_rule_dl

- Twong tw nhw /etc/psad/auto_dl file, the snort_rule _dl file
chi thi cho psad tw déng gan m&c nguy hiém cla bat ky
dia chi IP nao ma so trung v&i mot Snort rule.

- CU phap cua file nay la:

sid danger level
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Tap tin /etc/psad/ip_options

- Phan tuy chon trong IP header thwdng khéng dwoc ding
nhiéu trén mang nhwng iptable c6 thé log tly chon nay.

- Néu iptable log message cé chira IP option, psad phan
tich chung dé phat hién cac hanh vi nghi ngd, vi du

source routing.



Tap tin /etc/psad/pf.os

- OS database tr dw an p0Of dwoc str dung béi psad dé in
dau cac hé diéu hanh & xa.
- Database nay dwoc cai dat bdoi psad nhw la tap tin

/etc/psad/pf.os va dwoc import luc khéi ddng psad.
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Gi&i thiéu pfSense

- Open Source operating system tap trung choc nang
router/firewall.

- pfSense 1a mdt open source statefull firewall c6 thé mé rdng va
la mot application package system

- Buoc thiét ké dé quan ly dé dang qua giao dién web
- Based on FreeBSD.

- Pwoc phat trién tir nam 2004 bdi Chris Buechler va Scott
Ullrich.

- IPv4 and IPv6 compatible
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Céc dac tinh mong mudn doéi véi Firewall
MmO
- Kha nang mé rong lén t&r 100Mbps dén 2Gbps.

- Kha nang bridge thay vi NAT.

- Packet shaping & QoS dé tranh tac nghén doéi vai critical
traffic

- Tin cay

- Gia thanh thap
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Mot s6 Firewall thwong mai

- Palo Alto
- Fortinet’s Fortigate
- Dell’'s Sonicwall series

- Watchguard’'s XTM series



Open source pfSense firewall

Uu diém

. Chi phi

- Dung phan ctrng phd dung.

- Tinh nang IDS/IPS twong dwong san pham thwong mai.
Nhwoc diém:

- Can nhiéu thdi gian va cdng sirc dé cai dat va kiém thir.
- Khé cai dat giam séat va kiém soét trng dung.

- Chwa san sang cho10Gbps.
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Céc yéu cau cua pfSense

- pfSense twong thich v&i bat ky FreeBSD hardware trén i386 va

amd64 platforms.
- pfSense khéng hé tro PowerPC, MIPS, ARM, SPARC.

- Network Interfaces
- Tt ca NICs dwoc hd tro bdi pfSense, nhwng khdong phai tat ca cac driver
déu twong thich.
- Intel Pro/100, Pro/1000 NICs va Solid driver support in FreeBSD la twong
thich tot
- Wireless Adapters

- Pa sb dwoc hé tro, tuy nhién cac nha phat trién thwong dung Atheros

hardware.
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Firewall networking view

Physical e(r)n e1m e;n |gob |g1b |%b
NICS

LAGGO | LAGGH
aggregation

Virtual
interfaces

$ 3

7N OPT1
pfSense linking

Web GUI




Cac irng dung cua pfSense

- Perimeter Firewall

- L& dang phé bién nhat cua pfSense.

- Hb tro nhiéu WAN, LAN, DMS.

- BGP, connection redundancy, va load balancing
- LAN, WAN Router

- Wireless Access Point

- Special Purpose Appliances
- VPN appliance
- DNS Server
- Sniffer Appliance
- DHCP Server Appliance

- Supports VLANs



WAN interface
2.00.2

[
Primary DNS server /pfse n Se
192.168.1.2/24 :
LAN interface
= 192‘168.1.1!24\

DMZ interface
192.168.2.1/24

Secondary DNS server
5 192.168.1.3/24

Client machines

cvsup mirror
. 192.168.1.100/24

mail.example.org www.example.org
192.168.2.3/24 192.168.2.4/24

3 Default gateway on all DMZ machines — 192.168.2.1
- DNS Servers on DMZ machines - 192.168.1.2, 192.168.1.3
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Services

- Vé&i cai dat co ban pfSense cung cap céc dich vu cho cau hinh firewall va
routing nhw sau:
- |IPv4/IPv6 DHCP Server
- DHCP/DHCPv6 Relay
- DNS Resolver
- DNS Forwarder
- Dynamic DNS
- SNMP
- UPnP & NAT-PMP
- NTPD
- Wake on LAN
- PPPoE Server
- IGMP Proxy



Cac tinh nang quan trong

- Web Configurator

- User Management
- RADIUS
- LDAP

- Certificate Management/Certificate Authority
- VPN Server

- Traffic Shaper

- Load Balancing

- Captive Portal

- Package Manager
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Web Configurator

- All in One configuration tool

- Trong khi van c6 terminal console, tat ca déu cé thé 1am

qua Web Configurator

- Puoc viét bang PHP va dung Twitter Bootstrap cho front
end giup bd cau hinh cé giao dién than thién

- C6 thé dang nhap qua HTTP hay HTTPS

- Configure setup, firewall rules, interfaces, services kem

v&i cac cdng cu chan doan
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User Management

- pfSense ho trgr quan ly truy xuat toan bd hay mét phan
cac trang cua Web Configurator

- Allow access to All Pages, Dashboard, Password Manager, VPN,...

- C6 thé dung RADIUS hay LDAP cho xac thyec cac primary

authentication server hay Local Database

- Néu RADIUS hay LDAP bj tré ngai thi pfSense dung

Local Database
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Certificate Manager/Certificate Authority

- pfSense cho phép tao hay import mét Cerfiticate Authority
va thwee hién vai tro nay.

- pfSense ciling c6 thé thuwc thi vai trd ciia mét Intermediate
CA

- Gac chire nang co ban nhw creating, importing, removing

va revoking cac certificate
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VPN Server

- OpenVPN — dé nghi ctia pfSense
- Puoc cai true tiép vao Web Configurator

- PPTP VPN — ho trg han ché
- L2TP with IPSec

- Puoc cai true tiép vaoWeb Configurator
- L2TP 14 giao thirc thiét lap dwdng ham thuan tly va khdng c6 mat

ma, do d6 dwoc lién két vai ky thuat mat ma khac, vi du IPsec
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Traffic Shaper

- Traffic Shaper c6 thé:
- Giup thao tac duyét web mwot ma
- Géac cubc goi VolIP rd rang
- Giam “lag” trong video
- Kiém soét cac P2P application

- Ap dé&t cac gi¢i han bang théng



Load Balancing

- Hai chirc ndng can bang tai (load balancing) c6 san trong
pfSense la Gateway va Server

- Gateway load balancing cho phép phan phdi Internet-bound
traffic qua nhiéu két ndéi WAN

- Server load balancing quan ly incoming traffic dé chia sé tai
gitba nhiéu server ndi bd va dy phong.

- C4c goi ho tro tinh ndng can bang tai day da hon cho pfSense
nhw HAProxy va Varnish.

- pfSense load balancer dwoc xay dwng trén OpenBSDs relayd
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Captive Portal

- Captive Portal cho phép chuyén user dén mét trang web
dac biét trwéc khi dwoe phép truy cap Internet.

- Captive Portal Zones — Cho phép tach biét cac portal cho
céc giao tiép khac nhau.
- Common Portal Scenarios
- Portal Config knéng Authentication

- Portal Config dung Local Authentication hay Vouchers

- Portal Config dung Radius
- Chwa ho tro IPve
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Package Manager

- Dwa trén FreeBSD package manager.
- Cé thé cai dat cac package tiéu biéu nhw mét server.
- Bat ky package nao dwoc cai dat dé dat ra van dé an toan

von cé cha nod.
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Cac bwdc cai dat pfSense

Tham khao hwédng dan cai dat va cau hinh pfSense trong
cac tai liéu:

1.Christopher M. Buechler, Jim Pingle, pfSense: The
Definitive Guide Version 2.1: The Definitive Guide to the
pfSense Open Source Firewall and Router Distribution,
Electric Sheep Fencing LLC, 2013

2.https://doc.pfsense.org/index.php/Installing pfSense




