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ROOTKIT




Rootkit 2 gi?

» Rootkit 1a mot "kit" gébm cac chwong trinh nhd va
hiru dung cho phép attacker duy tri viéc truy xuat
dén root (user cd quyén lwc nhat trén may tinh).

» Rootkit la mét tap chwong trinh cho phép duy tri
sw hién dién lau dai va chac chan trén may tinh
ma khéng bi phat hién b&i cac phuwong tién quan

tri va an ninh thong thwong.
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Céc dich vu dwoc cung cap bdi R

e Command and Control (C2)
e Surveillance (giam sat thu thap)
» Concealment (che giau)

ootkit

\




Rootkit [a Post-Intrusion Tool

Footprint

\ Host

Enumeration

\ Brute Force
Scan each Host

\ Network Service Explott » Shell Access,
Enumeration Escalate Rights

Social Engineer

Install Rootkit

Control & /

Monitor




Rootkit hoat ddng nhw thé nao?

» Rootkits lam viéc dwa trén phwong thirc stra doi.

e X4c dinh va stra doi cac phan mém khién cho
chung dwa ra cac quyét dinh sai lam.

» C6 nhiéu cho cé thé stra ddi trong phan mém.




Patching

« Software logic c6 thé bi thay dbi néu cac data
byte bi stra d6i. Ky thuat nay dwoc goi 1a patching

e Byte patching la mét trong nhirtng ky thuat chinh
dwoc dung bdi cac hoat ddng bé khoda phan

mém.




Easter EQgs

« Sw thay déi software logic cé thé dwoc thiét 1ap mét
céach co y tir dau.

o Nguwoi lap trinh c6 thé dat mét back door trong
chwong trinh do ho viét ra.

e Back door nay khong dwoc trinh bay trong tai liéu va
né 1a dac tinh bj giau.

e Dang nay dwoc goi la Easter Egg.

» C6 thé dwoc dung nhw chir ky




Spyware Modifications

» Mét chwong trinh sé slra déi chwong trinh khéc
dé chén vao moét spyware. Vi du spyware theo
dodi cac website la ngwdi dung truy cap.

* Kho phat hién spyware

e Vi du: spyware danh lra cac trinh duyét hay

shell, rat khé x6a ching.




Source-Code Modification

» Nguwoi lap trinh cé thé chén vao méa ngudn céc
dong ma doc.

e Mot back door dwgc thwe hién nhw moét bug trong
phan mém. Vi du mét chwong trinh bi cai mot 16

héng buffer overflow.

e Khé phat hién vi xem nhw mét bug




Stra doi trong User Mode

| Hook IAT
UserApp. exe| el [111-15 & 81 [
Install COM object

I' WriteFile() |Kern0132.d11 | Wi:gcl"ﬁf’_ ~ Patch Code

WriteFile()

BOOL WINAPI WriteFile()

ntdll.dll

KiFastSystemCall()




Stra doi trong Kernel Mode

Hook IDT Hook MSR Inject GDT Entry

S INT OxXNN S SYSENTER
Ntoskrnl.exe

KiFastCallEntry() (Windows Executive)
Object Manager

I/O Manager

KiSystemService()

Filter Driver

NtWriteFile()

r

Kernel-Mode Driv

Hook SSDT  Patch System Calls dasd Kernel Hook IRP Insta!l Filter
| Objects Driver




-

.

Cac thu thuat thong thwdng

Muc dich sau cung la dat vao bg nhé code hay data

Stra Data

« Call Tables

« Kernel Objects

Stra Code ¢6 san

* In-Place Patching

« Detour Patching

Pé trinh Code ma&i

* Filter Drivers

* Hypervisors

 DLL & Thread Injecti
COM & BHO Objects

.reloc (relocation records)

.idata (import section)

.rsrc (module resources)

.data (global/static data)

.text (default code)
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Call Tables

e La mang cua cac con tré ham (function pointers)

Address_00

Address_01 User-Mode Call Table Shorthand Description
Address_02 Import Address Table IAT Specifies DLL imports

Address_03
Address 04 i Kernel-Mode Call Tables (MSFT) Shorthand Description

Address 05 System Service Descriptor Table SSDT Stores system call addresses

Address_06 IRP Dispatch Table Driver-specific, routes IRPs

AL Kernel-Mode Call Tables (Intel)  Shorthand Description

Global Descriptor Table GDT System-wide, install call gates
Local Descriptor Table LDT Task-Specific, install call gates
Interrupt Descriptor Table IDT Stores interrupt handlers

Machine Specific Registers MSRs Used by SYSENTER




Kernel Objects

» Khéng phai doi twong nhw trong lap trinh hwéng
doi twong

o L3 sw triru twong hoa tai nguyén hé thong

» Puwoc hién thwe nhw mdt cau truc trong C

e Vi du: ntl_EPROCESS, nt!_DRIVER_OBJECT,
nt!_TOKEN

» C6 thé kiém tra bang kernel debugger




In-Place Patching

BOOL flag; cmp DWORD PTR _flag, ©
je SHORT $LN2@routine

if(flag) '
{ ;do something

//do something
} $LN2@routine:

C6 thé thay ddi code ma khdng phai thay déi hwéng thuwe thi
Thay je SHORT $LN2@routine (d6 Ia 0x74 0x24)
b NOP NOP (do la 0x90 0x90)

Code ¢ trong ngoac ludn dwoc thye thil

o
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Detour Patching

Original code

High Memory

Low Memory

JMP

Old Code

Trampoline 1a tam bat che giau

} Trampoline




Filter Drivers (1/2)

o Filter driver dwoc chen vao moét stack hién hiru

I/O Manager

Driver Stack Device Stack

Filter Driver Filter Device Object

Function Driver Functional Device Object
Bus Driver Physical Device Object




Filter Drivers (2/2)

» Can thiép va stra doi cac IRP (I/O Request Packet)

di qua chung

Driver Stack Device Stack

Filter Driver Filter Device Object

Function Driver Functional Device Object

Bus Driver Physical Device Object

IRP

IRP

IRP

I/O Manager
o




DLL & Thread Injection

o Céph hiéu qua, Microsoft da cai dat cac chirc nang
chong lai nhw UIPI*

Executing Process

Injected Thread

Thread Thread Thread Thread




Nhirng gi khéng phai la rootkit

» Rootkit khéng phai la Exploit
e Rootkit khéng phai la Virus

o

Virus Problem

Cac virus ap dung cdng nghé rootkit, do d6 cang
khé phat hién va ngan chan




Mot sb gidi phap chong rootkit

Mod Tactic Detection Countermeasures

Hooking Manually parse memory, re-build tables

Object Patching Cross-view detection, RAM Acquisition

Code Patching Code is static — digital signature tests

Filter Drivers Careful documentation, tools like DeviceTree.exe
Hypervisor Time Analysis, TLB Profiling, etc.

Injected Code Standard Auditing Tools, RAM Acquisition

Bootkit Offline checksum of boot code




Kernel bi xam hai nhw thé
nao?
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Cac thanh phan trong yéu cua

Kernel

e Process management
e File access

e Security

 Memory management




Process management

» C4c process can CPU time=>Kernel c6 code 1am
cdng viéc cap phat CPU time.

» Néu OS c6 dung threads, kernel sé lap lich cho
moi thread.

 Cau trac div liéu trong bd nhé theo dbi tat ca cac
thread va process—>bang céch stra ddi cac cau

trac di¥ liéu nay, attacker c6 thé an mét process.

o




File access

» C&c device driver dwoc nap dé kiém soat cac hé
théng file khac nhau, nhw FAT32, NTFS.

 Kernel cung cap mdt giao tiép nhat quan cho cac
hé thong file>bang cach thay do6i code trong
phan nay cua kernel, attacker c6 thé giau cac file

hay thw muc mot cach dé dang.




Security

e Kernel chiu trach nhiém sau cung trong viéc ap
dat cac qui tac gilra cac processes

» Trén UNIX va MS-Windows, kernel ap dat quyén
va dai bd nhé cho moi process =>chi mot vai stra
doi code trong phan nay co thé vé hiéu tat ca céac

co ché an ninh nay.




Memory management

« Trong mét s nén tdng phan ctrng, mot dia chi
bd nhé cd thé dwoc 4nh xa sang nhiéu vi tri vat ly
(hai process dwgc anh xa khac nhau).

 Khai thac cach thirc lam viéc nay c6 thé 3 rat hiru
dung dé an data déi v&i cac trinh debug hay phan

mém truy tim chirng ct (forensic software).




Tiép tuc sinh ton vé&i Reboot

» Rootkit driver phai dwoc nap khi system boot.

» Clng c6 nhiéu thanh phan phan mém dwoc nap
Khi system boot

« Mién la rootkit dwoc gan véi mot trong cac sw
kKién trong qua trinh boot dwoc liét ké trong 7

slide ke tiép, né cling sé dwoc nap.




Dung run key

» Run key (va cac bién thé cua nd) co6 thé dung dé
nap bat ky chwong trinh nao vao ltc boot.

« Chuwong trinh dwoc nap cé thé gidi nén va nap
rootkit.

 Rootkit c6 thé an run-key value mét khi né da

dwoc nap dé khdng bi phat hién.




Dung moét Trojan hay file bi nhiém

 Bat ky tap tin .sys hay executable nao dwoc nap
vao lic boot déu cé thé bi thay thé, hay loader
code c6 thé dwoc chén vao theo cach twong tw

nhw virus nhiém vao mét file.
« Mét trojan DLL c6 thé dwoc chén vao search path
o M6t DLL hién hiru cé thé bi thay thé moét cach

don gian.

o




Dung cac tap tin .in

» C4c tap tin .ini co thé bij thay ddi khién cho cac
chwong trinh dwoc chay.

» Nhiéu chwong trinh c6 cac tap tin khéi ddng co
thé chay céac lénh va chi ra céc tap tin DLL dé

nap.




Pang ky nhuw moét driver
« Rootkit c6 thé tw dang ky nhw mét driver dwoc phép
nap vao luc boot may.

 Diéu nay yéu cau tao moét registry key, tuy nhién key

nay sé& an mot khi rootkit da dwoc nap.




bang ky nhuw mét add-on
cua moét irng dung hién hiru

» D& bd sung mét chirc ndng mé rdng vao céc trinh

duyét web

. C
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nrc nang moé réng duwoc nap khi eng dung nap

hwong phép nay kha hiéu qua dé nap rootkit.




Stra doi kernel ngay trén dia

» Kernel co thé bi stra dbi modt cach truc tiép va
duwoc lwu trén dia

 Phai thay d6i mét vai thi trong boot loader sao cho

kernel sé& bd qua thu tuc kiém tra tinh toan ven theo
checksum (checksum integrity check)
 Kernel sé bj thay déi vinh vién va khdng cé dirver

nao phai dang ky.




Sclra doi boot loader

 Boot loader c6 thé bj stra déi dé ap dat cac ban
va vao kernek trwdc khi nap.

« Uu diém 1a kernel file khdng cé biéu hién bi thay
doi néu hé thong dwoc phan tich offline.

« Viéc stra doi boot-loader hoan toan co thé bi phat

hién b&i cac céng cu thich hop.
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Pé trinh code vao Kernel
e Mot cach dé trinh code vao kernel la dung moét
module c6 thé nap, dwoc goi la device driver hay
kernel driver.
« Hau hét cac hé diéu hanh hién dai déu cho phép
cac chirc ndng mé& rong cua kernel dwoc nap (ho

tro' cho cac nha ché tao phan cing th ba)

» Bat ky code nao déu cé thé dwoc dé trinh thdng

qua mét driver (khéng phai chi cho thiét bi ngoai

@ vi)=>full access to computer W
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Module tiéu biéu
e Linux-loadable module

int init_module(void)
{
}

void cleanup_module(void)

{
}

» Trong Windows device driver, entry point phai

dang ky function callbacks

NTSTATUS DriverEntry( ...)
{

theDriver->DriverUnload = MyCleanupRoutine;

}
NTSTATUS MyCleanupRoutine()
{
}




Xay dwng Windows Device Driver




Device Driver don gian

#include "ntddk.h"

NTSTATUS DriverEntry( IN PDRIVER_OBJECT
theDriverObiject,

IN PUNICODE_STRING theRegistryPath )’

{
DbgPrint("Hello World!");

return STATUS SUCCESS;

o




B6 cong cu phat trién Device Driver
e Driver Development Kit (DDK)
e Windows 2003 DDK.

e Can build drivers for Windows XP, using this
version of the DDK

e The DDK provides two different build
environments: the checked and the free build

environments

o




Unload Routine

» Khi tao mét driver, tham s6 theDriverObject dwoc
truyén vao ham main cua driver. N6 chi dén mét cau
tric di¥ liéu chire cac con tro ham. Mét trong cac con

tréo nay dwoc goi la "unload routine."

» Néu unload routine dwoc set thi driver cé thé dwoc
unload khoi bd nhé.
« Nguoc lai, khdng thé unload driver khdi bd nhé, can

phai boot lai.

o




e ™
Thu tuc set con tro unload routine

o Trwdc hét can tao mot ham unload function, sau d6 cai dat
con tro unload:

VOID OnUnload( IN PDRIVER_OBJECT DriverObject )
{

}
NTSTATUS DriverEntry(IN PDRIVER_OBJECT

theDriverObject,
IN PUNICODE_STRING theRegistryPath)

DbgPrint("OnUnload called\n");

{
DbgPrint("l loaded!");

// Initialize the pointer to the unload function
// in the DriverObiject
theDriverObject->DriverUnload = OnUnload;

return STATUS_SUCCESS;}
(-, y




Loading va Unloading mat Driver

o PnPULtIl

e Thém mot goi driver vao kho driver
 Liét ké cac goi driver trong kho

o X0a goi driver
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