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ROOTKIT




Rootkit [a gi?

Rootkit la m t "kit" g m cac ch ng trinh nh va
h ud ng cho phép attacker duy tri vi c truy xu t

n root (userco quy nl c nh ttrén may tinh).

Rootkitlam tt pch ng trinh cho phép duy tri
s hi ndi nlau dai vach cch n trén may tinh
ma khong b phathi nb icacph ngti nqu n

tr va an ninh thong th  ng.




4 N

Ccacdchv ccungc pb I Rootkit

Command and Control (C2)
Surveillance (giam sat thu th p)
Concealment (che gi u)




Rootkit Post-Intrusion Tool

Footprint

\ Host

Enumeration

\ Brute Force
Scan each Host

\ Network Service Explott » Shell Access,
Enumeration Escalate Rights

Social Engineer

Install Rootkit

Control & /

Monitor




Rootkitho t ngnh th nao?

Rootkitslamvi cd atrénph ngth cs a
Xac nhvas a i1cacph nm mkhi ncho

ching aracacquy t
Conhi uch coth s a

nh sail m.
| trong ph nm m.




Patching

Software logic c6 th b thay 1| n u cac data
byteb s a I.K thu tnay c g I la patching
Byte patching la m t trong nh ng k thu t chinh

c dung b i cac hot ng b! khdéa ph n

m m.




Easter EQggs

S thay
cachc" yt# u.
Ng
ch

I | p trinh cO th
ng trinhndo h vi tra.

Back door nay khong
néla $ctinhb gi u.
D ng nay

Co th c dung nh ch

| software logic co th

cthitl pmt

$t m t back door trong

c trinh bay trong tai li u va

c g ila Easter Egg.

ky




Spyware Modifications

M tch ngtrinh s%s a 1ch ng trinh khac
chen vao m t spyware. Vi d spyware theo

doi cac website lang 1dung truy c p.

Kho phat hi n spyware

Vi d . spyware anh Il#a cac trinh duy t hay

shell, r t khd xda chung.




Source-Code Modification
Ng 1| ptrinh c6 th chen vao ma ngu n cac
dongma c.
M t back door cth chi nnh m tbug trong

phnmm.Vid mtch ngtrinhb caim tl

h ng buffer overflow.

Khé phat hi nvixemnh m tbug




& a Itrong User Mode

| Hook IAT
UserApp. exe| el [111-15 & 81 [
Install COM object

I' WriteFile() |Kern0132.d11 | Wi:gcl"ﬁf’_ ~ Patch Code

WriteFile()

BOOL WINAPI WriteFile()

ntdll.dll

KiFastSystemCall()




& a 1trong Kernel Mode

Hook IDT Hook MSR Inject GDT Entry

S INT OxXNN S SYSENTER
Ntoskrnl.exe

KiFastCallEntry() (Windows Executive)
Object Manager

I/O Manager

KiSystemService()

Filter Driver

NtWriteFile()

r

Kernel-Mode Driv

Hook SSDT  Patch System Calls dasd Kernel Hook IRP Insta!l Filter
| Objects Driver




& a Data

e (Call Tables

 Kernel Objects

& aCode-./0 n

* In-Place Patching

« Detour Patching

1 )23nh Code 45 |

o Filter Drivers

e Hypervisors

« DLL & Thread Injection
@- COM & BHO Objects

'( c)*)*, tthong)*

ng




~
Call Tables

6 4 ng-+a-(ccon)2 * m(function pointers)




Kernel Objects
Khong ph 1 "1t ngnh trong!l ptrinh h5 ng
"1t ng
Las tr#ut ng hoatai nguyén h th"ng
1 chinth cnh m tc utrdctrong C

Vi d : nt! EPROCESS, nt! DRIVER OBJECT,
nt! TOKEN

Coth ki mtrab7ng kernel debugger




In-Place Patching

'")* thay 1code4 khong8* ithay 1*5 ng)* cthi
Thay je SHORT $LN2@routine (. 0x74 0x24)
9 | NOP NOP (. 0x90 0x90)

Code trong :;<$ c ludn c)* cthi!

o




Detour Patching

Trampoline ) m9 tche;=u

o




Filter Drivers (1/2)

Filter driver c-*>n? 04 tstack*=n* u




Filter Drivers (2/2)

Can)*=p?/ a 1-(cIRP (I/O Request Packet)
| qua -*@ng




DLL & Thread Injection

'( ch*=uA, ,Microsoft B- 1 $t-(c-* cnOnhg
" ng inh UIPI*




Nh ng gi khong ph i la rootkit

Rootkit khong ph i la Exploit
Rootkit khong ph i la Virus

Virus Problem

Cac virus ap d ng cong ngh rootkit, do 6 cang
khé phat hi n va ngnh ch$n




D t/";

| 8*( p -*" ng rootkit




Kernelb xam h
nao?

| Nh

th
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Cacthanhph ntr ngy uc+a
Kernel

Process management
File access

Security

Memory management




Process management

Cac process ¢ n CPU time Kernel cé code lam
cong vi c c p phat CPU time.
N u OS co0 dung threads, kernel s%I p Ich cho

m | thread.

Cutrdacd li utrongb nh5 theodbit tc céac
thread va process b7ng cach s a 1cacc u

tricd i unay, attacker coth Enm t process.




File access

Cac device driver cnp Ki m soat cac h
th" ng file khac nhau, nh  FAT32, NTFS.

Kernel cung c pm tgiao ti p nh t quan cho cac
h th"ng file b7ng cach thay | code trong
ph n nay c+a kernel, attacker co th gi u cac file

hayth m cm tcach dF dang.




Security

Kernel chu trach nhi m sau cung trong vi c ap

$tcacquit cgi acac processes

Trén UNIX va MS-Windows, kernel ap $t quy n
vad ib nh5 chom iprocess chGn tvais a
| code trong ph nnaycoth vohi ut tc cac

c ch an ninh nay.




Memory management

Trongmts" nntngphnc ng, mt achG
b nh5 coth canhx sangnhi uv triv tly

(hal process c anh x khéac nhau).

Khai thdc cachth clamvi cnaycothF3r th u
d ng Endata " iv5icac trinh debug hay ph n

m mtruy timch ngc (forensic software).




TI pt csinht nv5i Reboot

Rootkit driver ph | c n p khi system boot.

CHhg cO nhi u thanh ph nph n m m cn

khi system boot

MiFn la rootkit C g nvbimttrong cac s
Ki n trong qua trinh boot c li t ké trong

slide k ti p, né cHhg s% cn p.

P
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Dung run key
Run key (va cac bi nth c+a nd) coth dung
n pb tkl ch ngtrinh nao vao luc boot.
Ch ng trinh chpcoth ginénvanp
rootkit.

Rootkit c6 th En run-key value m t khi n0 &

cn p khongb phathi n.




o

Dung m t Trojan hay file b nhiFm

B tkl t ptin.sys hay executable nao cnop
vao luc boot ucoth b thayth , hay loader
code cO th c chen vao theo cacht ngt

nh virus nhiFm vao m t file.
M ttrojan DLL co th c chen vao search path

M tDLLhi nh ucdéth b thayth m tcach

ng n.




Dung cact p tin .in
Cactptin.nicéoth b thay 1 khi ncho céac
ch ng trinh cch vy.

Nhi uch ngtrinncécact ptinkh i ng co
th ch ycac | nh va chGra cac t p tin DLL
n p.




1Cng ky nh  m t driver

Rootkitcoth t C ng ky nh m tdriver c phép
n p vao luc boot may.
1i unay yéuc ut om tregistry key, tuy nhién key

nay s%En m t khi rootkit & cn p.




1Cng ky nh  m t add-on
ctam¢t ngd nghi nh u

1 b sungm tch cnOhgm r ng vao cac trinh

duy tweb
Ch cnOhgm r ng ch pkhi ngd ngn p
Ph ng phap nay kha hi uqu n p rootkit.




S a 1kernel ngay trén Ja

Kerne
C

Ph it

cOth b sa i1mtcachtr cti p va
utrén Ja
nay im tvaith trong boot loader sao cho

kerne

s%b quath+t c ki m tratinh toan vKn theo

checksum (checksum integrity check)

Kerne

| s%b thay 1 vdhh viFn va khong co dirver

nao ph i Cng ky.




S a 1bootloader

Boot loaderc6th b s a i ap $tcacb n

va vao kernek tr5 c khin p.

Lu 1 m la kernel file khong c6 bi u hi n b thay

In uh th"ng c phan tich offline.

Vi ¢cs a | boot-loader hoan toan co th b phat

hi nb icaccongc thichh p.
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1 trinh code vao Kernel

M tcach  trinh code vao kernel la dung m t
module coth n p, c g ila device driver hay

kernel driver.

Huhtcach 1 uhanhhin 1 u cho phep
cac ch ¢ nOhg m r ng c+a kernel cnpi(h

tr chocacnhach t oph nc ngth ba)

B tkl codenao ucoth c trinh thdng

gua m tdriver (knong ph 1 ch&hothi tb ngo |

@ vi) full access to computer J
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Module tieu bl u
Linux-loadable module

int init_module(void)
{
}

void cleanup_module(void)

{
}

Trong Windows device driver, entry point ph |

C ng ky function callbacks

NTSTATUS DriverEntry( ... )
{

theDriver->DriverUnload = MyCleanupRoutine;

}
NTSTATUS MyCleanupRoutine()
{
}




Xay d ng Windows Device Driver




Device Driver ngi n

#include "ntddk.h"

NTSTATUS DriverEntry( IN PDRIVER_OBJECT
theDriverObiject,
IN PUNICODE_STRING theRegistryPath )
{
DbgPrint("Hello World!");
return STATUS SUCCESS;

L




B congc phattri n Device Driver

Driver Development Kit (DDK)
Windows 2003 DDK.

Can build drivers for Windows XP, using this

version of the DDK

The DDK provides two different build
environments: the checked and the free build

environments




Unload Routine

Khi t o m t driver, tham s" theDriverObject C
truy n vao ham main c+a driver. N0 chG nm tc u
traicd i uch ccaccontr ham. M ttrong cac con

tr nay c g ila"unload routine."

N u unload routine c set thi driver co th C
unload kh 1b nh5.

Ng c |l i, khong th unload driver kn 1 b nh5, ¢ n
ph i bootl I.
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Th+t c setcontr unload routine

Tr5 ch tc nt om tham unload function,sau 6cai $t
con tr unload:

VOID OnUnload( IN PDRIVER_OBJECT DriverObject )
{

}
NTSTATUS DriverEntry(IN PDRIVER_OBJECT

theDriverObject,
IN PUNICODE_STRING theRegistryPath)

DbgPrint("OnUnload called\n");

{
DbgPrint("l loaded!");

/I Initialize the pointer to the unload function
// in the DriverObject
theDriverObject->DriverUnload = OnUnload;
@ return STATUS_SUCCESS;}
&




Loading va Unloading m t Driver

PnPULIl
Thém m t goi driver vao kho driver

Li t ké cac goi driver trong kho
Xda goi driver
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